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0 The Abelian Hidden Subgroup Problem
@ Preparation: Group theory
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Preparation: Group theory( Ref. Appendix F)

Definition
Definition 6.15 Let H be a subgroup of the group G and let S be a finite
set. We say that a function f : G — S hides the subgroup # if for any

81,8 €G

flg1) = f(g) < &1 ‘g2 € H.

f hides H < it is constant on any given left coset and takes different
values on distinct left cosets of H, i.e.,

V.82 €G, f(g)="(g) e aH=gH.
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e Abelian Hidden Subgroup Problem
The Abelian Hidden Sub Probl

@ Abelian Hidden Subgroup Problem algorithm
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Abelian Hidden Subgroup Problem algorithm

Definition

Definition 6.16 Let f hide the subgroup H of the group G. The problem to
identify 7 with the help of f is called Hidden Subgroup Problem(HSP).
In case G is a finite abelian group it is called the Abelian Hidden
Subgroup Problem (AHSP).

@ In the following, we consider the case: |G| is finite.
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Algorithm

Under the assumption: Sansp step i(|G]) € poly(log2|G|) for |g\—> 00,
i=1,23,45 |S|=m, ordered |

o Input: A fiflite abelian group G = {g1,- - ,g|g|} and a function
f : G — S that hides a subgroup H < G.

@ Step 1: Prepare the initial state

A B
Vo) = \/Eggg lg) ®|0) € H” @ H",
ONB

= Span{lg1), |- .gg))} € TH®", n = [log,|dl],
HP = TH®™,  m = [log,|S|].
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Algorithm

e Step 2: Apply Ur to |Wq) to produce

1) = UrlWo) = —— 3" lg) @ |F(g)) € HA @ HE,

V ’g‘ geg
\[/—|unitary operator |
Ur - HA @ HE — HA © HE

lg) @y) — lg) ® y Bf(g)).
ONR
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Algorithm

In the follow steps

e Consider only sub-system HA*, described by the mixed state

H
P =) = (e = S ey,
lgluleG/H

R—|quotient group |

|w/[4g]H> = \/7 Z

helgln

o Define Fg = \/@ > 2 x(8)x)el

8€9 xeg
o Define HL := {x € G|H C Ker(x)}

Lemma F.39 Let H be the subgroup G. Then HL is a subgroup of G. l

the dual group|
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Algorithm

o Step 3: Perform the quantum FOURIER transform Fg to transform
sub-system H” into the state

For’Fg = ',Z’ S (Y e | 3 @l

[gln|€G/H \xeH* EeHL

ie., pf— ngAFé.

Du Linglong (DHU) "% part of Chapter 6 January 6, 2021 11 /32



Algorithm

@ Step 4: Observe the sub-system H” to detect a ¢ € H+ with
certainty.

@ Step 5: Repeat Steps 1-4 for L > Iogz(%) times to determine
&, ,& € H* and form ﬂ,Lzl Ker(&)).

o Output: The desired # = (L, Ker (&), with a probability
P{<§I‘7"'7£L>:%L}Zl_€- Igl

‘\—| Corollary F.50 | ¢ = ?L
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© Discrete Logarithm
@ Definition
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Play an essential role in some advanced cryptographic protocols

Definition 6.17 Let G be a group and g, h € G such that there exists a

d € Ny such that h = g9.

Then d is called the discrete logarithm of h to base g, and this is
expressed by the notation d = dlog,(h).

The task to find d = dlog,(h), when only g and h are known, is called the
Discrete Logarithm Problem(DLP).

v

Remark
The DLP can be formulated as an AHSP, for a suitably chosen group, set
and function in the AHSP. )
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© Discrete Logarithm

@ Algorithm
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Algorithm

unit element

o Given:
(i) A group Gprp and a element g € Gp, p that hassyder N = ord(g),
that is N € N is the smallest number satisfying g" ="eg,,.
(ii),Ap h € Gpip such that h = g9, for some unknown d € N.
e Aim: Find d = dlog,(h).
@ We choose: G :=Zyn X Zp,
g = ([x]nz, [ylnz) = (xmodN, ymodN) € G.
S:=(g) <GpLp.

cyclic group,|S|= N |
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Algorithm

@ Step 1: Initial preparation:
HA = Span{|u) @ |v)|u,v € {0,--- , N —1}},
choose

f:G— S

(XInz, ylnz) — h*g”,

e, f([xInz, ylnz) = (g9)g” = g™ € (g).
H = {([v]nz, [-dulnz)|[ulnz € Zn} < G.
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Algorithm

@ Step 2: Fourier transform Fg to transform sub-system H* into
ngAFé, e, pt— ngAFé,

A ’H| A A
=g > Ve YL
l]1<G/H

|\IJ@,]H> = \/1N Z |(x + u)mod N) ® |(y — du)mod N),

[ulnzEZN

]. [ mv+nw
o= > € maniv e (wl
m,n,v,we{0,--- ,N—1}

o Step 3: Find the state |¢) corresponds to a character £ € H*

HE= {Xanmodn.allnlnz € Zn}

o Step 4: Find H or d = dlog,(h)
d = (a(dnmod N) + b(dm mod N))mod N.
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© Breaking Bitcoin Signatures
e Digital Signature Algorithms (DSA) Protocol
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DSA Protocol

Digital Signature Algorithm (DSA) Protocel
Signer Pu knows
algorithm parameters A
verification statement v

chooses a private key &
creates a public verification key
by
computing a ¥ = V(k,A)
and publishing it Ve
signs document by
d. document o
signatuee s(d, A)
and publishing it signature
and can verify by
checking the ve

tion key V'

ation statement vis,d, V,A) = TRUE?
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© Breaking Bitcoin Signatures

e Elliptic Curve Digital Signature Algorithm (ECDSA) Protocol
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ECDSA Protocol

Elliptic Curve Digital Si;

(ECDSA) Protocol

Signer

Public knows

Public key
Generation

algorithm parameters A:
large prime p
elliptic curve E(Fp)
public point P € E(Fp) ~ {0}
with a large prime order ¢

five publicly
known
parameters

U p,A,B,P,qU

creates key by
choosing a secref signing key k€ N
ithl <k<gqg,

computing the verification key V = kP
and publishing it

signs document by

taking document d and a random a € N with a < ¢, document

verification key V'

computing
- aP e E(]Fpt))d\ {0z}
51 = Xgpmod g
Signatre | s miems Verificati
. and publishing the signature (51, s signature (51,
Generatlon f ¢ ¢ o al%dveriﬁeslb:' erl Icatlon

computing
up = (zi(s;1 modq)) mod g
uy = (.rl (sy! mcndq)) mod g
(x,y) =wP+pmV € E(Fp) ~ {0g}
and checking the verification statement
is xmod g = 51 TRUE?

|Proposition 6.20|—4\
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ECDSA Protocol

The security of this depends on the
difficulty of the calculation of k.

Remark

The computational steps to calculate k = dlogp(V') for the bitcoin
ECDSA:

@ The classical method: order of O(1077).

@ The quantum computer: order of O(polynomial in 256). Thus render
the bitcoin signature insecure.

v
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Grover Search Algorithm
(%) g
@ Brief ideas
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° Represent the objects as quantum states, i.e., normalized vectors in a
suitable Hilbert space. The vectors of the objects which we try to find
span a subspace in this Hilbert space.

o Construct operators that successively transform (or rotate) a given
initial state into a state which has a maximal component in the
subspace of desired objects.

@ Measure the rotated states, with a greater probability of detecting a
state which lies in the subspace of desired objects.

This method of rotating the initial state into the solution space is also
used in other quantum algorithms and has become known as amplitude
amplification.
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@ Grover Search Algorithm

@ For known number of Objects
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Algorithm

The number of computational steps Sgover(N) € O(\/g) for N — oo.

o Input: A set {0,...., N — 1} of N =2" objects
A subset S( solution set) of m > 1 objects to be searched for
oracle-function g : {0,..., N — 1} — {0,1} that

0, if xe St

X%g(x)::{l if xe$

Oracle Ug via the following action on the computational basis
Ug(lx) @ [y)) == [x) @ |y B g(x)).

Every number x € {0,--- , N — 1} can be uniquely associated with a
vector in the computational basis of TH®".
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Algorithm

@ Step 1: Prepare the composite system in the state |Wo|) = [Wo) ® |—)
N-—1
in H'/C @ HY = TH®" @ YH, |Wo) = 75 P

o Step2 : Apply the transform G = (Ry, ® I)Ug Jn = L4L90J times to
|Wo) in order to transform the composite system to the state
|{l).i/v> = GA.J'N|(|)0>-

o Step3 : Observe the sub-system H//O = YH®" and infer from the
observed state |x) the value x € {0,--- , N — 1}.

o Step4 : By evaluating g(x), check if x € S.

@ Output : A solution x € S with the probability no less than 1 — %
(Theorem 6.30).
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@ Grover Search Algorithm

@ For unknown number of Objects
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Algorithm

The number of computational steps S - _(N) € O(v/N) for N — cc.

Grover
@ Input: A set {0,..., N — 1} of N = 2" objects
A subset S of m > 0 objects to be searched for
An oracle-function g : {0, ..., N1} — {0,1}
@ Step 1: Randomly select an x € {0,--- , N — 1} and check if x € §.
e If TURE: Done.
o If FALSE: Go to step 2.

@ Step 2: Prepare the composite system in the state |Wo|) = [Wo) ® |—)
N—1
in H'/0 @ HY = YH®" ® YH, |V,|) = T7 2 X

x=0
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o Step3: Set J:= |V/N| + 1 and randomly select an integer
Jj€40,---,J— 1} with equal probability % Apply the transform
G = (Ry, ® 1)U, j times to |Wy) in order to transform the composite
system to the state |W;) = G/|Wy).

@ Step4 : Observe the sub-system H//O = YH®" and read off the
observed x € {0,--- ,N — 1}.

@ Step5: By evaluating g(x), check if x € S.

@ Output : A solution x € S with the probability no less than %
(Theorem 6.32).
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The End
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